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<6 T8 TIKH KON TUM CONG HOA XA HQI CHU NGHIA VIET NAM
TRUéiJC} TAMyITE DAK GLEI Poc lap - Tw do - Hanh phtc
- QUY CHE

Bao dam an toan, an ninh mang déi véi hé théng mang néi bd
ciia Trung tam Y té huyén Pik Glei
(Ban hanh kém theo Quyét dinh sé 23 VOP-YTPL ngdy 04 thang 10 ndm 2024
cua Gidm doc Trung tam Y té huyén Ddk Glei)

Chuong I
QUY DPINH CHUNG

Picu 1. Pham vi diéu chinh va déi twong ap dung
1. Pham vi diéu chinh

Quy ché nay quy dinh cac chinh sach quan 1y va cac bién phap nham bao
dam an toan, an ninh mang do6i véi hé thong mang ndi bd ciia Trung tam Y té
huyén Dak Glei, bao gom:

- Pham vi quéan 1y vé vat 1y va logic cta to chirc;
- Céc ung dung, dich vu hé théng cung cép;

- Nguon nhan lyc bao dam an toan thong tin.

2. Béi tuong ap dung

a) Cac bd phan truc thudc, vién chirc, nguoi lao dong thuéc Trung tim Y té
huyén bak Glei.

b) ,Té chtic, c4 nhan c6 két ndi, str dung hé thong mang ndi bo caa Trung
tam Y t¢ huyén Dak Glei.

¢) T6 chirc, ca nhan cung cap dich vu quan 1y, van hanh, duy tri, phat trién
va bao dam an toan théng tin mang phuc vu hoat dong déi voi1 hé thong mang
ndi bd cua Trung tdm Y té huyén Dak Glei.

Piéu 2. Giai thich tir ngir

Trong Quy ché nay, cac tir ngit dudi ddy duoc hiéu nhu sau:

1. An toan thong tin mgng: La sy bao vé thong tin, hévthéng thong tin trén
mang tré}nh bi truy nhap, st dung, tiét 16, gian doan, sua doi hoac pha hoai trai
phép nham bao dam tinh nguyén ven, tinh bao mat va tinh kha dung cua théng
tin.

2. Magng: La moi truong trong do thong tin dugc cung cap, truyén dua, thu
thap, xtr ly, luu trir va trao doi thong qua mang vien thong va mang may tinh.
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3. Hé thong thong tin: La tap hop phan cang, phan mém va co so dit liéu
dugc thiét lap phuc vu muc dich tao lap, cung cap, truyén dua, thu thap, xu 1y,
lwru trix va trao ddi thdng tin trén mang.

4. Chui quan hé thong thong tin: La to chirc, c& nhan ¢6 tham quyeén quan ly
truc tiép doi vai hé thong thdng tin.

5. H¢ thong mang ngi bg (LAN - Local Area Network): La hé thong mang
noi bo duoc thiet ke dé két noi cac may tinh trong mét pham vi nho.

6. May chu (DC - Data Center): La may chu quan ly nguoi dung va may
tinh trong mot vang gidp viéc khai thac tai nguyén tro nén dé dang hon.

7. Nguoi dung (User): La nguoi sir dung ha tang hé théng cong nghé thong
tin.

8. Mang khdng day (Wi-Fi): La cdng nghé truyen dit ligu giira cac thiét bj
qua song vo tuyén ma khong can day dan.

9. K tir daic biét: La cac Ky tu 1"# $%& '() *+, -/ : :<=>?@ [\*_" {}~.

~10. IP (Internet Protocol): Bia chi duy nhat dung dé xac dinh va dinh danh
thict bi trén mang, cho phép ching g va nhan dir liéu.

11. Vung riéng bi¢t (subnets): La phan doan cua mét mang Ion, cho phép
chia nho dia chi IP thanh cac nhom nho hon d€ quan ly, to chirc va cai thién hi¢u
suat mang.

12. Giao thirc TCP/IP: B9 quy tic cho phép truyen dir liéu qua Internet,
bao gom TCP (dam bao dir liéu khéng mat) va IP (xac dinh dia chi thiét bi).

Muc tiéu, nguyén tic bao dam an toan thong tin:

1. Muyc tiéu bao dam an toan thong tin

Bao v¢ thong tin, h{; théng thong tin trén mang tranh bi truy nhap, str dung,
tiét 10, gian doan, stra d61 hoac pha hoai trai phép nhdm bao dam tinh nguyén
ven, tinh bao mat va tinh kha dung cia thong tin hé thong mang ndi bd cua
Trung tam Y t& huyén Pak Glei.

2. Nguyén tic

a) Céc to chirc, ca nhan thudc doi twong &p dung Quy ché nay c6 tréch
nhiém bao dam an toan thong tin va hé thong thong tin trong pham vi xtr ly céng
viéc cua minh theo quy dinh cua phap luat, huéng dan cua co quan, don vi c6
tham quyén va cac quy dinh tai Quy ché nay.

b) Bao dam an toan théng tin 12 yéu cau bat budc, phai dugc thuc hién
thuong xuyén, lién tuc trong qué trinh:

i. Thu thap, tao 1ap, xi ly, truyén tai, luu trir va sir dung thong tin, dir liéu.

ii. Thiét ké, thiét 1ap va van hanh, nang cap, hity bo hé théng thong tin.

¢) Viéc bao dam an toan théng tin hé théng mang nodi bo cua Trung thm Y
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té huyén bak Glei duoc thuc hién mot cach tong thé, dong bo, tap trung trong
viée dau tu cac giai phap bao v¢, co sy dung chung, chia s¢ tai nguyén dé t6i uu
hi¢u nang, tranh dau tu thira, trung 1ap.

Piéu 3. Cac hanh vi bj nghiém cim

Céc hanh vi bi nghiém cim dugc quy dinh tai Diéu 7 Luat An toan thong
tin mang va bieu 8 Luat An ninh mang, cu thé:

1. Ngén chan viéc truyén tai thdng tin trén mang, can thiép, truy nhap, gay
nguy hai, xo6a, thay doi, sao chép va lam sai lIéch thong tin trén mang trai phap
luat.

2. Gay anh huong, can tro trai phap luat téi hoat dong binh thuong cua hé
thong théng tin hoac téi kha nang truy nhap hé thong thong tin cua nguoi st
dung.

3. T4n c6ng, vo hiéu hda trai phap luat lam mat tac dung cua bién phap bao
V¢ an toan thdng tin mang cua hé thong thdng tin; tan cong, chiem quyén dicu
khién, pha hoai hé thong thdng tin.

4. Phat tan thu rac, phan mém doc hai, thiét 1ap hé théng théng tin gia mao,
Itra dao.

5. Thu thap, sir dung, phat tan, kinh doanh trai phap luét thong tin ca nhan
cua nguoi Khac; loi dung so ho, diém yeéu cua hé thong thong tin dé thu thap,
khai thac thong tin ca nhan.

6. Xam nhap trai phap luat bi mat, mat ma va thong tin da m hoa hop phap
Cla co quan, t6 chic, ca nhan; tiét 16 thong tin vé san pham mat ma dan su,
thong tin vé khach hang su dung hop phap san pham mat ma dan sy; su dung,
kinh doanh c4c san pham mat ma dan su khéng ré nguon goc.

7. Hanh vi quy dinh tai Khoan 1 Diéu 18 Luat An ninh mang.

8. T6 chuc, hoat dong, cau két, xdi giuc, mua chudc, lira gat, 161 kéo, dao
tao, huan luyén nguoi chong Nha nudc Cong hoa x&@ hoi chi nghia Viét Nam.

9. Xuyén tac lich str, phu nhan thanh tyu cach mang, phé hoai khéi dai
doan két toan dan toc, xuc pham tén gido, phén biét doi xir vé gidi, phan biét
chung toc.

10. Thong tin sai su that gady hoang mang trong Nhén dan, gay thiét hai cho
hoat dong kinh té - xa hoi, gy kho khin cho hoat dong cua co quan nha nudc
hodc nguoi thi hanh cong vy, xam pham quyén va lgi ich hop phap cia co quan,
t6 chuic, ca nhan khac;

11. Hoat dong mai dam, té nan xa hdi, mua ban nguoi; dang tai thong tin
dam 0, doi truy, toi &c; pha hoai thuan phong, my tuc cua dan toc, dao duac xa
hoi, suc khoe ctaa cong dong.

12. Xdi giuc, 16i kéo, kich dong ngudi khac pham toi.
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13. Thyc hi¢n tan cdng mang, khang b Mmang, gian di¢p mang, t6i pham
mang; gay su ¢, tin cdng, xam nhap, chiém quyen diéu khién, 1am sai léch,
gian doan, ngung tré, té liét hoic pha hoai hé thong théng tin quan trong vé an
ninh quéc gia.

14. Chéng lai hoac can tré hoat dong cua luc luong bao vé an ninh mang;
tan céng, v6 hiéu hoa trai phap luat lam mat tac dung bién phap bao vé an ninh
mang.

15. Loi dung hoac lam dung hoat dong bao vé an ninh mang dé xam pham
chu quyen, loi ich, an ninh quoc gia, trat tu, an toan xa hoi, quyen va loi ich hop
phap cua co quan, to chirc, ca nhéan hoac dé truc loi.

16. Hanh vi khac vi pham quy dinh cua Luat An ninh mang.
Piéu 4. Phéi hop véi cac toé chirc c6 tham quyeén

1. Bau mdi lién he, phdi hop vai cac to chic co tham quyén quan 1y vé an
toan thong tin:

Trung tam Y té huyén ik Glei giao Bo phan cong nghé thong tin 1a dau
mbi lién hé, phéi hop cac to chic ¢d tham quyen quan ly vé an toan thong tin
phuc vu viéc bao dam an toan, an ninh mang d6i véi hé thong mang noi bo caa
Trung tdm Y té huyén ik Glei.

2. Pau méi lién h¢, phdi hop véi cac to chic trong cong tac hd tro dicu
phoi xur ly sy ¢o an toan thong tin:

a) Trung tdm Y té huyén Dik Glei

- Nguoi lién hé: Nguyén V¥ Luan

+ S6 dién thoai: 0868019777

+ Email: vyluan.nguyen@gmail.com

b) Cuc An toan théng tin/Trung tdm Ung ctu khan cap khdng gian mang
Viét Nam (VNCERT/CC)

- Nguoi lién hé/bo phan: Phong Ung ctiu sy ¢6
_ S dién thoai: 0869 100 317
- Email: ir@vncert.vn

- Béo céo sy ¢6 qua nén tang dieu phdi, xir Iy sy ¢6 an toan thong tin mang
quoc gia: https://irlab.vn

- B4o c4o su ¢6 qua website cuia VNCERT/CC: https://vncert.vn
Piéu 5. Bao dam ngudn nhan luc
1. Tuyén dung

Vién chirc duoc tuyén dung vao vj tri viéc 1am vé an toan thdng tin cé trinh
do, chuyén nganh veé linh vuc cdng nghé théng tin, an toan théng tin, bao dam
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phU hop Véi yéu cau vi tri viéc 1am va tiéu chuan chic danh nghé nghiép vién
chtre theo quy dinh.

2. Trong qué trinh lam viéc:

a) Trach nhiém bao dam an toan thong tin cho ngudi st dung, nguoi quan
ly va van hanh hé thong:

- V61 nguoi st dung:

+ Ngudi str dung cé trach nhiém bao dam an toan thdng tin ddi véi ting vi
tri cbng viéc.

+ Phai dugc thuong xuyén t6 chic quan triét cac quy dinh vé an toan thong
tin nham nang cao nhan thirc vé trach nhiém bao dam an toan théng tin.

+ Phai c6 trach nhiém tw quan 1y, bdo quan thiét bj ma minh duoc giao sit
dung; khéng tu y thay doi, thao lap thiét bi.

- V6i nguoi quan ly va van hanh hé thng:

+ Nguoi quan 1y va van hanh hé thong phai thiét 1ap phwong phap han ché
truy cap mang khong day, giam sat va dieu khién truy cap khong day, to chuc su
dung ching thuc va ma hoa dé bao vé truy cap khong day téi hé thong thong tin.

+ Nguoi quan Iy va van hanh hé thong phai to chic quan 1y dinh danh doi
véi tat ca nguoi dung tham gia st dung hé thong thong tin.

b) binh ky hang nam t6 chuic hoic tham gia pho bién, tuyén truyén hang
cao nhan thac vé an toan thong tin cho ngudi sir dung do don vi chuc nang to
chuc.

3. Cham dut thay d6i cong viéc:

a) Nguoi cham dut hogc thay doi cong viéc phai thu hoi tai khoan truy cap,
thong tin dugc luu trén cac phuong tién luu trilr, cac trang thi€t bi may moc,
phan ctng, phan mém va cac tai san khac (neu co) thudc s¢ hitu cua té chuc;

‘ b) B6 phan chuyén trach thuc hién dung quy trinh va vo hiéu hda tat ca cac
quyén ra, vao, truy cap tai nguyén, quan tri h¢ thong sau khi vién chuc thoi viéc.
c) Lap bién ban cam két gitr bi mat thong tin lién quan dén t6 chuc sau khi
nghi viéc, nghi huu.
Chuong |1
BAO PAM AN TOAN 'I:HONG TIN TRONG
QUAN LY THIET KE, XAY DUNG HE THONG

Piéu 6. Thiét ké an toan hé théng théng tin

1. Quy md, pham vi va dbi tuong sir dung:

a) Muyc dich va chirc ndng ctia h¢ thong: Hé thong phuc vu cong tac kham,
chira bénh; quan 1y van ban diéu hanh gai Trung tdm Y té huyén Bak Glei, ho trg
luu trir va xir ly thong tin bénh nhén, ho so y te.
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b) Pdi tuwong sir dung: La cac bo phan truc thudc, vién chic, nguoi lao
dong thudc Trung tam Y t€ huyén Dak Glei.

¢) Pham vi &p dung: Trung tdm Y té huyén Dak Glei.

d) Yéu té an toan thong tin: Bao mat thong tin nguoi dung va céac bién phap
bao vé khac.

2. Thiét ké va cac thanh phan cua hé théng théng tin:

a) Kién tric h¢ thong: Hé thong bao gom dich vu phan mém thué tir VNPT,
may chu luu trir dix ligu, thiet bi mang (Router, Switch) va thi€t bi dau cuoi (may
tinh, may tinh bang) ket noi qua mang noi b (LAN) va Internet.

b) Giao thuc truyen thong: St dung céc giao thae TCP/IP va HTTPS dé
truyen tai dir lidu.

¢) Yéu cu an toan thong tin: Cc yéu cau k§ thuat bao vé dir liéu, nhu
tuwong hra, phan mém chong vi rat va ma hoéa.

d) Thanh phan bao mat: Phan mém diét vi rat BKAV, Kaspersky, tuong loa
(firewall) Cisco.

e) Thuyét minh trong Ho so dé xuat cap do: Tat ca tai liéu mo ta thiét ké va
thanh phan duogc thuyét minh rd rang trong Ho so dé xuat cap do.

biéu 7. Thir nghiém va nghiém thu hé théng

1. Thuc hién van hanh thir va nghiém thu hé théng truéce khi ban giao va
dua vao str dung.

2. C6 noi dung, ké hoach thuc hién van hanh thir/kiém thir theo quy dinh.

3. Co bo phéq c6 trach nhiém thuc hién tham gia van hanh tha/kiém thu
va nghiém thu hé thong.

4. C6 bao cao nghiém thu dugc xac nhan cua b phan chuyén trach va phé
duyét cua chu quan hé thong thong tin trude khi dua vao st dung.

) ) Chuong 11|
BAO PAM AN TOAN THONG TIN TRONG
QUAN LY VAN HANH HE THONG

Picu 8. Quan ly an toan mang

1. Quan ly, van hanh hoat dong binh thuong caa hé thong:

a) Bao dam cho hé diéu hanh, phan mém cai dat trén may cha hoat dong
lién tuc, on dinh va an toan.

b) Thuong xuyén kiém tra cau hinh, cac tép tin nhat ky hoat dong caa hé
diéu hanh, phan mém nham kip thoi phét hién va xtr ly nhitng sy ¢6 néu co.

¢) Thuong xuyén cap nhat cac ban va 15i hé diéu hanh, phan mém tir nha
cung cap.
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d) Loai bo céc thanh phan cua hé dieu hanh, phan mém khong can thict
hoac khéng con nhu cau str dung.

d) Céc ban quyen phan mém can duogc thong k&, quan ly thoi gian phuc vu
cho viéc gia han va duy tri viéc gia han ban quyén, dich vu ban quyén hang nam.

_e) Duy tri 02 két n6i mang Internet tir cac nha cung cap dich vu sir dung
ha tang két noi trong nudc khac nhau.

2. Bao vé hé théng mang noi bo (LAN):
a) Tuong lira (Firewall): sir dung tuong lira phan cang Cisco.

b) Phan chia mang: Chia thanh cac vung riéng biét (subnets) theo churc
nang.

3. Mang khong day (Wi-Fi):

a) Thiét lap cac thong sb an toan va dinh Ky it nhat 3 thang thay d6i mat
khau truy cap nhiam ting cuong cong tac bao mat.

b) Str dung giao thirc bao mat WPA3 hoic WPA2. Kich hoat tinh ning an
SSID.

Picu 9. Quan ly an toan may cha va #ng dung
1. Phong mdy chu tai Trung tim Y té huyén Dk Glei phai duoc b tri
riéng, dat gan by phan cong nghé thong tin. Phong may chu chi c6 mdt cua ra
vao va khong co ctra so.
2. Phong may chu va khu vuc dit cac thiét bi tin hoc phai ¢6 ndi quy sir
dung va dugc trang bi cac bién phap bao v¢, kiém soat ra vao.

3. Phong may chu chi duoc dat cac ‘ghiét bi dang hoat dong phuc vu van
hanh hé thong, tuyét d61 khong dat cac thiét bi khac nh1{ thiét b1 7h()ng, thiét bi
cho thanh ly, thanh huy, tai li€u, vat tu, cac vat dung dé chay nd trong phong
may chu.

4. Co cac bién phap ky thuat, hanh chinh ngan chén viée tiép can trai
phép céc trang thiét bi, duong truyén mang trong va ngoai phong may chu.

5. Hé thong camera giam sat:

- Giam sat toan by phong may chu 24/24.

- Ghi hinh va luu 7 ngay & ché d6 phat hién chuyén dong.

- Hé thong camera giam sat phai duoc dinh ky bao tri, toi thiéu mot lan
trong 3 thang.

6. Truy cap quan tri may chu va tng dung:

_a) Thay doi cAc tai khoan, mat khau méc dinh ngay khi dua hé diéu hanh,
phan mém vao str dung.
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b) Cap quyén quan ly truy cap ctia ngudi st dung trén may chu cai dat hé
diéu hanh.

¢) Toan bd may chu va thiét bi cong nghé théng tin khéng phai may tinh
ngoai trir cac hé thdng bét budc phai cé giao tiép véi Internet (cac hé thdng phuc
vu truy cap Internet; cung cap giao dién ra Internet cta trang tin dién tt; phuc vu
cap nhat ban véa hé diéu hanh, mau ma doc, mau diém yéu, mau tan cong) khong
duoc két ndi Internet.

d) Su dung co ché xac thyuc da nhan té khi truy cap vao cac may chu trong
hé thong c4c tai khoan quan tri ctia tng dung; c6 co ché yéu cau ngudi st dung
thay d6i théng tin xac thuc dinh ky.

~d Kiém tra tinh toan ven cua cac tép,tin hé théng va tinh toan ven cua cac
quyeén da duoc cap trén cac tai khoan hé thong.

e) Su dung co,ché ma hoa théng tin xac thuc cua nguoi st dung/bén sur
dung trudc khi g dén tng dung qua moéi tredng mang.

g) Xac thuc théng tin, nguon giri khi trao d6i thdng tin trong qué trinh quan
tri tng dung (khong phai la thong tin, dir liéu cong khai) qua moi trrong mang.

h) Bao dam céc két ndi mang trén may chu hoat dong lién tuc, on dinh va
an toan. Cau hinh, kiém soat cac két noi, cac cong dich vu tir bén trong di ra
cling nhung bén ngoai vao hé thong.

picu 10. Quan ly mat khau

1. By phan cong nghé thdng tin c6 trach nhiém tiép nhan mat khau quan tri
hé thong sau k,hi hé thong duoc trien khai lan dau va ban giao cho mét nguoi
van hanh hé thong cé bién ban kém theo.

2. Ngudi quan tri hé thong phai ¢6i mat khau sau khi tiép nhan trong vong
01 ngay va bao cao B phan cong ngh¢ thong tin luu vao noi an toan (cho vao
phong bi, dé vao tu c6 khoa).

3. Mat khau tai khoan nguoi ding phai duoc gitr bi mat va chi ban giao cho
dung nguoi dang Ky tai khoan do.

4. Mat khau phai bao dam d6 pharc tap vé d6 dai, noi dung va thoi gian sir
dung:

a) Do dai cia mat khau:

- Dbi voi mat khau ciia nguoi dung (sir dung dang nhap hé thong, thu
dién tu, tng dung nghiép vy, Internet, may tinh ca nhéan): Do dai toi thieu la 8 ky
tu (bao gém s0, chir hoa, chitr thuong va ky hi¢u).

- Déi véi mat khau quan tri hé thdng (sir dung cho viéc quan tri cac he
thong mang, bao mat, may chu, thu dién tu, ing dung nghiép vu): Do dai toi
thicu la 8 ky tu (bao gom so, chir hoa, chir thuong va ky hi¢u).



b) Noi dung mat khau:
- Noi dung ctia mat khau khdng bao gom cac tir d& nhé nhu tén, ngay
sinh, so dién thoai.
- Noi dung mat khau quan trj h¢ thong phai bao gom, két hop céc loai
sau: chir cai in thuong, chir cai in hoa, ky tu dac biét, so.

¢) Thai gian sir dung mat khau:

- P4 v6i mat khau cua nguoi dung: Mét khau dinh ky phai duoc dinh
ky thay doi, to1 thi€éu mdt lan trong 6 thang.

- Boi voi mat khau quan tri hé thong: Mat khau dinh ky phai duoc dinh ky
thay doi, to1 thi€u mot 1an trong 3 thang va khong 1dp lai trong 3 lan

Piéu 11. Quan ly an toan dir liéu

1. C6 co ché sao luu dir liéu du phong, luu trix dir liéu tai noi an toan dong
thoi thuong xuyén kiém tra dé bao dam sin sang phuc hdi nham ngin ngira va
han ché khi su ¢é an toan thdng tin mang xay ra. Dir liéu trén may chi dugc sao
lru thong qua hé thong sao luu dit liéu.

2. Pinh ky hoic khi c6 thay d6i cau hinh trén hé théng thuc hién quy trinh
sao luu du phong: Tap tin cau hinh hé théng, ban du phong hé diéu hanh may
chu, co s¢ dir ligu; dir lidu, thong tin nghiép vu va cac théng tin, dir ligu quan
trong khac trén hé thong theo yéu cau cia don vi van hanh.

3. Quyén truy cap phai duoc phan ra theo ting cap do tuong tng véi ting

nhiém vu cta nhan vién va phai dugc phé duyét tur cap trén.
Piéu 12. Quan ly an toan ngudi sir dung diu cudi

Chinh sach, quy trinh quan 1y an toan ngudi st dung dau cudi bao gdm:

1. Yiéc st dung cac thiét bi luu trit ngoai nhu b cung di dong, cac loai thé
nhd, thiét bi luu trir USB,... phai thuong xuyén quét vi rit trudc khi doc hoac
sao chép dir licu.

2. Céc thiét bi dau cudi khi két nbi phai dugce quan 1y va cap nhat thong tin

(tén, ching loai, dia chi MAC, dia chi IP). Can sir dung co ché xac thuc va sir
dung giao thirc mang an toan

3. B0 phén cong nghé thong tin phai thuong xuyén theo doi, klem tra cac 10
hong bao mat va quan 1y két ndi, truy cap khi sir dung thiét bi dau cudi tir xa.

4. B phan cong nghé thong tin thudng xuyén theo doi cau hinh t6i wu va
tang cuong bao mat (cung hoa) cho may tinh nguoi sir dung va thue hién quy
trinh trudc khi dua hé thong vao str dung.

Piéu 13. Quan ly rai ro an toan théng tin mang
1. Cai dat, cap nhat, sir dung phan mém phong chong ma doc; do quét,
kiém tra phan mém doc hai trén may tinh, may chu va thiét bi di dong.
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2. Cai dat, sir dung phan mém trén may tinh, thiét bi di dong va viéc truy
cap cac trang théng tin trén mang.

3. Gui nhan tap tin qua moi trrdong Mang va cac phuong tién luu trir di
dong.

4. Binh ky hang nam thyc hién kiém tra va do quét phan mém doc hai trén
to,an bo hé thong; thuc hi‘én ,kiém tra \/a xu ly phan meém doc hai khi phé:[ hién
dau hiéu hoac canh bao vé dau hiéu phan mém doc hai xuat hién trén hé thong.

Piéu 14. Két thac van hanh, khai thac, thanh ly, hily bé

~ Quy dinh, quy trinh vé& két thiic van hanh, khai théc, thanh 1y, hiy bo bao
gom cac ndi dung sau:

1. Thiét bi cong nghé thong tin ¢ chira dir lidu (mdy tinh, thiét bi luu tri¥,

..) khi bi hong phai dugce can bd van hanh kiém tra, stra chita, khic phyc. Phai

co bién phap kiém tra, gidm sat bao dam khong dé lot 16 thong tin hay 1ay nhiém
mi doc doi véi may tinh mang ra bén ngoai sira chira, bao hanh.

2. Trude khi tién hanh thanh 1y/loai bé thiét bi cong nghé thong tin cii, phai
ap dung cac bién phap ky thuat xoa bo hoan toan dir liéu nguoi dung da tao ra,
dam bao khong thé phuc hoi.

3. Céc phuong tién va thiét bi cong ngh¢ thong tin: May tinh ca nhan (PC),
may tinh xach tay, may chu, cac thiét bi mang, phuqng tién luu trir nh}r
CD/DVD, thé nh¢, 6 cung phai x6a sach dir li¢u khi chuyén giao hoac thay doi
muc dich sir dung.

) ] . ChuonglV A
TO CHUC BAO PAM AN TOAN THONG TIN

Piéu 15. Trach nhiém cia Trung tam Y té huyén Pik Glei
Thuc hién trach nhiém theo quy dinh tai Diéu 22 Nghi dinh s
85/2016/ND-CP ngay 01 thang 7 ndm 2016 cua Chinh phu vé bao dam an toan
hé thong thdong tin theo cap dg, cu thé:
1. Thuong xuyén kiém tra, ra soat viéc quan tri, van hanh h¢ thong thang
tin cua Trung tdm Y t¢ huyén.
2. Tham gia cac hoat dong, cong tac bao dam an toan thong tin khi c6 yéu
cau cuaa to chuc cé tham quyen.
3. Ctr dau mdi phéi hop véi S¢ Thong tin va Truyén théng tham gia cac
hoat dong bao dam an toan thong tin mang trén dia ban tinh.
4. Hang nam, dé xuat nhu cau dao tao, tap huan, bdi dudng kién thuc vé
dam bao an toan thong tin.
Piéu 16. Trach nhiém ciaa B phan cong nghé thong tin

1. Bo phan cdng nghé thdng tin 1a bo phan chuyén trach vé an toan thdng
tin, c6 trach nhiém bao dam an toan théng tin cho hé thong thong tin.
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2. Tuan thi cac quy dinh ve trach nhiém cta bo phan chuyén tréch ve an
toan thong tin dugc giao tai Quy ché nay.
Piéu 17. Trach nhiém cia cac by phan truc thugc, vién chirc, nguoi
lao dong thudc Trung tam Y te huyén Pak Glei
Thuc hién nghi€ém tac cac quy dinh vé quan ly, van hanh h¢ théng. Chép
hanh nghiém cac quy dinh vé an toan théng tin tai Bieu 11 va biéu 12 Quy ché
nay.
) Chuwong V
TO CHUC THUC HIEN
Picu 18. Xay dung va cong bd
1. Chinh sach dugc Trung tam Y té huyén Pak Glei thong qua trude khi cong
bo ap dung.
2. To chirc tuyén truyen, pho bien cho toan thé vién chirc, ngudi lao dong
thuoc Trung tdm Y té huyén Bak Glei.
Picu 19. Ra soat, cap nhat, bé sung Quy ché
~ 1. binh ky hang nim hoac khi c6 thay doi chinh séch an toan thong tin,
kiém tra lai tinh phu hgp va thyc hién ra soat, cap nhat, bo sung Quy ché bao
dam an toan, an ninh mang doi vai hé thong mang néi bd cia Trung tdm Y t¢
huyén bak Glei.
2. C6 ho so luu lai théng tin phan hoi cia d6i twong ap dung chinh séach
trong qua trinh trién khai, 4p dung chinh sach an toan thong tin./.
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