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C()NG HoA xi\. IH)l cuu NGllI/-,. VI~~T Ii 1/1
DQc f~p - T ,I' do - I lanh ph rc

S6: 449/CV-TYDL
VIv theo doi, ngan chan k~t n6i may

chu di~u khi~n ma doc Gand Crab 5.2

D6k Glei, ngay 3 thang 04 nom 2019

r- iI KJ A T I Kinh gfl'i:
- Cac bo phan true thuoc TTYT

Th1,1'Chien Cong van s6 288/STTTT-CNTT ngay 20/3/2019 cua S6 truycn
thong thong tin tinh Kon Turn v~ viec theo doi, ngan chan k6t n6i may chu di~lI
khi~n ma doc Gand Crab 5.2,

Tai .v·i~t Nam,. GandCrab ~.2".duQ"cphat tin thong qua thu dien tir gia 11100
BQ Cong an Viet Nam voi tieu d~ "Goi trong Cong an Nhan dan Viet Nam II, ,c6
dinh kern tep "documents.rar". Theo do, khi nguoi dung giai nen va mo t~p tin
dinh ken], ma doc se duoc k1C11110<;ltva toan bQ dir lieu nguoi dung bi 111ahoa,
dong thai sinh ra mot tep nham ycu c<luva huang d§n nguoi dung tra ticn chuoc nr
400 USD - l.000 USD bang each thanh toan qua dong ticn dien LLI'd6 giai ma duo
lieu.

Th1,1'CtS tai dia ban tinh Kon TU111da co 111Qts6 co quan, ban nganh bi t§n
cong theo hinh thirc ma hoa duo lieu d~ tong tien; \d~ phong ngua va ngan chan vi9C
t§n cong bang ma dQc GandCrab 5.2, Trung Him Y tS huyen Dak Glei d~ nghi cac
cac bQ phan kh~n truong trien khai thuc hien mot s6 noi dung sau:

1. Dai vo'i can b<)phu trach CNTT (phong TClIC):

- Thuong xuyen theo doi, ngan chan kSt n6i den cac may chu may ChLIdi~lI
khi~n ma doc tong ti~n GandCrab va cap nhat vao cac h~ thong bao v~ nhu:
IDS/IPS, Firewall ... duoi cac dang:

+ May chu di~u khi~n ma doc:
-_.

TT Dja chi C&C Ghi ch

1 www.kakaocrp.link (IP: 107.173.49.208 Phien ban
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+ Danh sach rna barn (mat ma hoc):

TT Dja chi C&C Ghi chu
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- N~u phat hien c~n co l?p vung/may da phat hien,

2. D8n vo'i cac b<) ph~n true fhu?c:

Nang cao canh giac, khong mo V8 click vao cac lien k~t cling nhu cac t~ip
tin dinh kern trong cmail co chira cac tcTtp tin dang .doc, .pdf, .zip, rar ... duoc gLri ur
nguoi 19,hoac neu email duoc gui t~;·nguoi quen nhung each dat tieu d~ hoac ngon
ngir khac thuong; dong thoi thong bao cho can b9 phu trach CNTT hoac dam baa
an toan thong tin khi g~p nghi ngo.

Ma doc tong ti~n GandCrab r~t nguy hiem, co t116danh c~p thong tin va ma
hoa toan b9 d11 lieu tren may bi nhiem. Tin tac khai thac va tin cong se gay len
nhiSu hau qua nghiem trong khac. Do Ido, cac b9 phan true thuoc Trung tam
nghiem tuc thuc hien Cong van nay.,'. - --l
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No'i nhiin:
- Nhu tren:
- LUll: VT, CNTT.
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